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1. Monitoring 
 
Approved by Local Governing Board:  September 2026 
Headteacher:      Elizabeth Hindmarsh 
Chair of Governors:     Tom Woodlock 
Review date:      September 2027 

 
 

2. Vision, Aims & Purpose 
 
At St Anne’s, we Walk in love (Ephesians 5:2), nurturing Compassion, Curiosity and Confidence in our pupils 

and adults.  
 

We create a Community of belonging in which each person can Shine their Light (Matthew 5:16).  
 

Rooted in Christ, we celebrate our rich diversity and inspire transformation through inclusive leadership and learning 
 
We, St Anne’s CE Primary School, are a data controller for the purposes of the Data Protection Act.  
 
As part of providing a safe, inclusive and effective education, St Anne’s CE Primary School needs to 
collect and use information about our pupils and their families. 
This privacy notice explains what personal information we collect, why we collect it, how we use it, 
who we may share it with, how long we keep it and the rights that pupils and parents/carers have 
in relation to their personal information. 
This notice applies to personal information relating to pupils at St Anne’s CE Primary School and, 
where relevant, their parents, carers and other family members. 
 
3. Who is responsible for your information? 
 
St Anne’s CE Primary School is the data controller for the personal information we collect, store 
and use about our pupils. 
This means that we are responsible for deciding how and why personal information is processed 
and for ensuring that it is handled lawfully, fairly, securely and transparently. 
We process personal information in accordance with applicable data protection legislation, including 
the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018 
and relevant provisions of the Data (Use and Access) Act 2025. 
 
Our Data Protection Officer is: 
Data Protection Officer:  Elaine de la Hoyde 
Email:     enquiries@st-annes.lincs.sch.uk 
Telephone:    01476 564505 
 
 
4. What personal information do we collect? 
 
The information we collect and use will depend on the pupil and the services and support they 
receive. It may include the following: 
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Personal and contact information 
• pupil's name 
• date of birth 
• address 
• unique pupil number 
• telephone numbers and email addresses 
• parent/carer names and contact details 
• emergency contacts and relationships to the pupil 
• admission and transfer information 
• previous and subsequent educational settings 

 
Characteristics and equality information 

• sex 
• ethnicity 
• nationality 
• country of birth 
• language 
• religion or belief, where appropriate and where collected 
• free school meal eligibility 
• pupil premium eligibility 
• looked-after or previously looked-after status 
• other statutory characteristics. 

 
Educational information 

• assessment and attainment information 
• progress information 
• curriculum information 
• educational history 
• intervention and support information 
• reading, phonics and other assessment information 
• examination and test results 
• information relating to behaviour and exclusions. 

 
Attendance information 

• daily attendance records 
• attendance and absence codes 
• reasons for absence 
• persistent and severe absence information 
• punctuality information 
• information relating to attendance support and interventions 
• where applicable, information relating to participation in breakfast clubs and other 

school attendance initiatives. 
 

SEND and inclusion information 
• SEND status 
• special educational needs and disabilities 
• SEND support information 
• Education, Health and Care Plan information 
• reasonable adjustments 
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• information relating to interventions and additional support 
• information provided by external professionals. 

 
Health and medical information 

• medical conditions 
• allergies and dietary requirements 
• medication 
• medical and health plans 
• first aid information 
• relevant information provided by health professionals 
• information required to keep pupils safe and support their wellbeing. 

 
Some health information is special category personal data and is subject to additional legal 
protections. 
 
Safeguarding and welfare information 
Where necessary to protect pupils and support their welfare, we may process information relating 
to: 

• safeguarding and child protection concerns 
• welfare and wellbeing 
• children's social care involvement 
• family circumstances 
• support provided by external agencies 
• referrals and professional assessments 
• information necessary to protect a child from harm. 

 
Photographs, videos and CCTV 
We may process: 

• photographs of pupils 
• video recordings 
• school event photographs and recordings 
• CCTV images 
• images used for identification, safeguarding, communication or celebration of school 

activities. 
 

Where consent is the appropriate lawful basis, we will seek consent before using photographs or 
recordings for the relevant purpose. 
 
Digital and technical information 
Where pupils use school devices, systems and networks, we may process information such as: 

• usernames and school account information 
• device information 
• IP addresses 
• network activity 
• online activity 
• information generated by filtering and monitoring systems 
• alerts relating to potentially harmful or inappropriate online activity. 
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5. Why do we collect and use pupil information? 
We collect and use pupil information to: 

• provide pupils with an appropriate education; 
• support teaching and learning; 
• assess and monitor attainment, progress and outcomes; 
• identify pupils who require additional support or intervention; 
• support pupils with SEND and other additional needs; 
• provide appropriate pastoral care; 
• safeguard pupils and promote their welfare; 
• manage attendance and punctuality; 
• manage behaviour and exclusions; 
• provide first aid, medical support and appropriate care; 
• administer admissions and pupil transfers; 
• maintain accurate educational records; 
• meet our statutory and legal responsibilities; 
• provide information to the Department for Education and Local Authority; 
• administer free school meals, pupil premium and other statutory entitlements; 
• organise educational visits, trips, clubs and activities; 
• communicate with parents, carers and pupils; 
• administer school meals and other school services; 
• manage school systems, devices, networks and information security; 
• use filtering and monitoring systems to help keep pupils safe online; 
• evaluate and improve the quality of education and services we provide; 
• support educational research, evaluation and policy where permitted by law; and 
• comply with our legal, safeguarding and regulatory responsibilities. 

 
6. Our lawful bases for processing personal information 
 
We will only collect and use personal information where there is a lawful basis for doing so. 
Depending on the purpose of the processing, we may rely on one or more of the following lawful 
bases under Article 6 of the UK GDPR: 
Legal obligation 
We may process personal information where it is necessary for us to comply with a legal or 
statutory obligation. 
This includes statutory education, attendance, safeguarding, assessment and data-collection 
requirements. 
Public task 
We may process personal information where it is necessary for us to perform a task in the public 
interest or in the exercise of official authority. 
This includes providing education, supporting pupils' development and progress, maintaining a safe 
school environment and safeguarding children. 
Contract 
In limited circumstances, we may process personal information where this is necessary for the 
performance of a contract. 
Vital interests 
In exceptional circumstances, we may process personal information where this is necessary to 
protect someone's vital interests, for example in an emergency. 
Consent 
In some circumstances, we may ask for consent to use personal information for a specific purpose. 
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Where consent is the lawful basis, it is voluntary and may be withdrawn at any time. Withdrawal of 
consent does not affect the lawfulness of processing that took place before consent was withdrawn. 
We will not rely on consent where another lawful basis is more appropriate. 
 
7. Special category information 
Some of the information we process is considered special category personal data under data 
protection legislation. 
This may include information about: 

• health; 
• disabilities and SEND; 
• ethnicity; 
• religion or philosophical beliefs; and 
• other information that receives additional protection under data protection law. 

Where we process special category data, we will ensure that, in addition to an appropriate Article 
6 lawful basis, an appropriate condition under Article 9 of the UK GDPR and, where applicable, the 
Data Protection Act 2018 is met. 
This may include processing that is necessary for reasons of substantial public interest, safeguarding, 
health and social care, or the provision of education and support. 
 
8. Where do we get pupil information from? 
 
We may collect information directly from: 

• pupils; 
• parents and carers; 
• people with parental responsibility; 
• previous schools or educational settings; 
• other schools or educational settings to which a pupil transfers; 
• the Local Authority (Lincolnshire County Council); 
• the Department for Education; 
• health professionals; 
• social care and children's services; 
• police and other safeguarding agencies; 
• external professionals and support services; and 
• other organisations where this is lawful and necessary. 

We may also collect information automatically through school systems, devices, networks, 
attendance systems, CCTV and filtering and monitoring systems. 
Some information is provided to us because the law requires us to collect it. Other information may 
be provided voluntarily. 
Where we require information from you, we will explain whether providing it is mandatory or 
voluntary and, where appropriate, what may happen if the information is not provided. 
 
9. Who do we share pupil information with? 
 
We only share personal information where there is a lawful basis to do so and where sharing is 
necessary and proportionate for the relevant purpose. 
We may share information with the following organisations and service providers. 
School systems, IT and communications 

• Microsoft / Microsoft 365 
• Ark ICT Solutions – IT support 
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• Broadband/network provider – Red Squid Ltd 
• Filtering and monitoring provider – Red Squid Ltd 
• CCTV provider/system – Freedom Fire & Security 
• Website provider – Root Studio 
• ParentMail 
• Arbor 
• CPOMS – safeguarding and child protection recording system 

Education, assessment and enrichment 
• Testbase 
• White Rose Education 
• No More Marking 
• FFT 
• Maths.co.uk 
• Speech and Language Therapists 
• Occupational Therapists 
• BOSS (Behaviour Outreach Service for Schools) 
• PRT (Pupil Re-integration Team) 
• Inspire+ 
• Youth Dreams Project Lincolnshire 
• other external educational professionals, specialists and activity providers where 

necessary. 
Catering and childcare 

• The Farm Kitchen 
• Cool Milk 
• Arbor 
• Childcare tax voucher/payment provider – Gov.uk  

Statutory bodies and public services 
• Department for Education (DfE) 
• Lincolnshire County Council 
• NHS and other health professionals 
• Children's Services and social care 
• Police 
• other safeguarding agencies 
• other public authorities where required or permitted by law. 

Other organisations 
• School photography provider – Tempest 
• other schools or educational settings that pupils attend after leaving St Anne's 
• examination, awarding and assessment bodies, where applicable 
• professional advisers, insurers and other organisations where this is necessary and 

lawful. 
We do not share information about pupils with third parties simply because they request it. We 
only share information where there is a lawful basis and where the sharing is necessary for the 
relevant purpose. 
 
10. Information shared with the Department for Education 
 
We are required to provide information about our pupils to the Department for Education 
(DfE) through statutory data collections. 
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This includes information collected through the School Census and other statutory education data 
collections. 
The information shared with the DfE may include: 

• pupil identifiers; 
• characteristics; 
• information about attendance; 
• exclusions and behaviour, where collected; 
• assessment and attainment information; 
• SEND information; 
• information about free school meal eligibility and pupil premium; 
• information about school admissions and educational history; and 
• other information required by statutory data collections. 

The DfE uses this information for purposes including: 
• allocating funding; 
• monitoring educational attainment and performance; 
• understanding attendance and absence; 
• safeguarding and supporting children; 
• planning and evaluating education policy; 
• producing statistics; 
• supporting research and evaluation; and 
• meeting statutory responsibilities. 

The DfE may combine information from schools and other sources to create and maintain the 
National Pupil Database (NPD). 
Further information about how the DfE uses pupil information can be found in the DfE's National 
Pupil Database privacy notice and its privacy information for pupils in England. 
The DfE is a separate data controller for personal information that it receives and processes for its 
own purposes. 
 
11. Attendance data 
Schools are required to maintain daily attendance registers. 
Attendance information may be shared with the Department for Education as part of the school 
attendance data collection. 
From the 2026–27 academic year, the DfE collects attendance information daily to improve 
understanding of attendance, absence and the support children may need. 
Where applicable, information relating to attendance at free breakfast clubs may also be collected 
as part of the DfE's free breakfast club programme. 
The DfE's separate privacy notice explains how it processes attendance information. 
 
 
12. Filtering and Monitoring 
We use filtering and monitoring systems to help keep pupils safe when using school devices, 
networks and online services. 
Depending on the systems we use, filtering and monitoring may include information about: 

• websites accessed; 
• internet searches; 
• online activity; 
• potentially harmful or inappropriate content; 
• attempts to access blocked content; 
• alerts generated by the filtering and monitoring system; 
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• school accounts, devices and network activity; and 
• other activity necessary to identify online safeguarding risks. 

Filtering and monitoring is used to: 
• protect pupils from harmful or inappropriate content; 
• identify potential safeguarding concerns; 
• support our online safety responsibilities; 
• investigate incidents and concerns; and 
• protect school systems and users. 

Access to filtering and monitoring information is restricted to authorised individuals who need 
access for safeguarding, technical, legal or other legitimate school purposes. 
Filtering and monitoring information is retained in accordance with our retention schedule and the 
requirements of our service providers. 
Filtering and monitoring provider – Red Squid 
 
13. Photographs, video and CCTV 
Photographs and videos may be taken during school activities, events, visits and celebrations. 
We may use photographs and videos for purposes such as: 

• safeguarding; 
• identification; 
• educational activities; 
• celebrating pupils' achievements; 
• communicating school activities to our community; 
• school publications and displays; and 
• the school website and social media, where appropriate. 

Where consent is the appropriate lawful basis, we will seek consent for the relevant use. 
CCTV may be used on school premises for safeguarding, security, crime prevention and the 
protection of pupils, staff and visitors. 
CCTV footage will only be accessed by authorised individuals and will be retained in accordance 
with our CCTV procedures and retention schedule. 
CCTV provider/system – Freedom Fire & Security 
 
14. Educational technology and online services 
We use a range of educational technology, online learning, assessment and communication services 
to support teaching, learning, assessment and school administration. 
These may include: 

• Microsoft 365; 
• Arbor; 
• ParentMail; 
• White Rose Education; 
• Testbase; 
• No More Marking; 
• FFT; 
• Maths.co.uk; and 
• other approved educational technology services. 

Before introducing educational technology that processes personal information, we consider data 
protection, security, the purpose for processing, the information being collected and the contractual 
arrangements with the provider. 
Where appropriate, we carry out a Data Protection Impact Assessment (DPIA) before introducing 
a new system or service. 
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We will not provide personal information to educational technology providers unless there is a 
lawful basis for doing so and appropriate safeguards are in place. 
 
15. How we protect pupil information 
We take the security of personal information seriously. 
We use appropriate technical and organisational measures to protect personal information against: 

• unauthorised access; 
• accidental loss; 
• misuse; 
• alteration; 
• disclosure; and 
• destruction. 

Access to personal information is restricted to staff and other authorised individuals who need it to 
carry out their role. 
Staff receive appropriate training and guidance about their responsibilities for protecting personal 
information. 
 
16. How long do we keep pupil information? 
 
We will only keep personal information for as long as it is necessary for the purposes for which it 
is being processed, and in accordance with our legal and regulatory obligations. 
 
Different types of information are retained for different periods. For example, pupil education 
records are normally retained until a pupil leaves the school, after which they are securely 
transferred to the pupil's next school or educational setting. Certain information, including 
safeguarding, SEND, attendance, financial and legal records, may need to be retained for longer 
periods because of statutory requirements or the school's legal obligations. 
 
Safeguarding and child protection records are retained separately from the main pupil record and 
are retained in accordance with statutory guidance and the school's records retention schedule.  
 
Child protection records are normally retained until the child's 25th birthday, or until their 75th 
birthday where the record relates to child sexual abuse. 
 
Where a pupil has special educational needs or an Education, Health and Care Plan (EHCP), relevant 
records may be retained for longer than the main pupil record in accordance with our Records 
Retention Schedule. 
 
Where information is stored electronically, including on systems such as our management 
information system and safeguarding systems, the same retention requirements apply. Electronic 
records are securely deleted or otherwise disposed of when the applicable retention period expires, 
subject to any legal hold, ongoing safeguarding matter, investigation, complaint or other legitimate 
requirement to retain the information. 
 
Our Records Retention Schedule sets out the retention period for different categories of 
information and is reviewed regularly. We will not retain personal information indefinitely or simply 
because it may be useful in the future.  
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Further information about the retention of specific records can be obtained from the school office 
or our Data Protection Officer and found in our Data Retention Schedule.  
 
17. International transfers 
Some of the organisations that provide services to the school may process personal information 
outside the United Kingdom. 
Where personal information is transferred outside the UK, we will ensure that the transfer is lawful 
and that appropriate safeguards are in place in accordance with UK data protection legislation. 
 
18. Your data protection rights 
Under data protection legislation, individuals have a number of rights in relation to their personal 
information. 
These include: 

• the right to be informed about how their personal information is used; 
• the right of access to personal information we hold about them; 
• the right to rectification of inaccurate or incomplete information; 
• the right to erasure, in certain circumstances; 
• the right to restrict processing, in certain circumstances; 
• the right to data portability, where applicable; 
• the right to object to certain types of processing; and 
• rights relating to automated decision-making and profiling, where applicable. 

These rights are not absolute and may not apply in every circumstance. Some exemptions apply 
under data protection legislation. 
 
19. Accessing personal information 
Individuals have the right to request access to the personal information we hold about them. 
This is known as a Subject Access Request (SAR). 
To make a request, please contact: 
St Anne's CE Primary School 
Telephone: 01476 566121 
Email: enquiries@st-annes.lincs.sch.uk 
 
Parents and carers may also request access to information about their child. However, a parent 
does not automatically have a right to access all information held about their child. We will consider 
the child's age, maturity, understanding and the circumstances of the request when responding. 
Where appropriate, we may need to consider the rights and confidentiality of other individuals 
whose information appears in the records. 
 
20. Children and their Privacy Rights 
Children have their own rights in relation to their personal information. 
We recognise that pupils should be helped to understand: 

• what personal information is; 
• why schools collect and use information; 
• who information may be shared with; 
• how information is kept safe; and 
• what rights they have over their personal information. 

We provide age-appropriate information to pupils and encourage them to ask questions or raise 
concerns about how their information is used. 
We will provide additional information in an age-appropriate format where appropriate. 
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21. Automated decision-making 
 
We do not currently make decisions about pupils based solely on automated processing where 
those decisions have legal or similarly significant effects on them. 
Where automated decision-making or profiling is introduced, we will ensure that it is used lawfully 
and that individuals are provided with the information and rights required by data protection 
legislation. 
 
22. If you have a concern 
If you have any questions or concerns about how St Anne's CE Primary School collects or uses 
personal information, please contact us in the first instance. 
 
You may also contact our Data Protection Officer: 
Data Protection Officer: Elaine de la Hoyde 
Email: enquiries@st-annes.lincs.sch.uk 
Telephone: 01476 564505 
 
We will investigate concerns in accordance with our complaints procedure. 
 
23. Who do we share pupil information with? 
 
If you remain dissatisfied with how we have handled your personal information, you have the right 
to complain to the Information Commissioner's Office (ICO). 
Information Commissioner's Office 
Website: https://ico.org.uk/concerns/ 
Telephone: 0303 123 1113 
We would encourage you to contact the school or our Data Protection Officer first so that we 
have an opportunity to address your concern. 
 
24. Changes to this Privacy Notice 
We review this Privacy Notice at least annually and whenever there is a significant change to the 
way we collect, use or share personal information. 
Where there is a significant change, we will take appropriate steps to make pupils, parents and carers 
aware of the change. 

 


